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95

de los CISO informaron
haber sufrido al menos un
ataque disruptivo en su
organizacion durante el
ultimo ano.

Source:




El impacto
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“El tiempo de inactividad en cibersequridad es la forma mas
costosa de comprender el tiempo de inactividad en general”.

-Luca Panattoni, Head of IT and Digital Transformation, Carrefour
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El S¢
Del fui

0 Completa visibilidad

0 Contexto y colaboracion
O Camino claro hacia la

resolucion
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Con TDIR u
en el n

O Consolidacion de
herramientas

O Eficiencias de flujos de
trabajo

0 Manejo de datos




El enfoque de la plataforma TDIR unificada de Splunk

Flexible Deployment True Multi
Models Vendor

¢ Experiencia de analista unificado
Workflows | Case Management | Collaboration

Deteccionde 4 Investigacion 4= Respuesta
amenazas Risk-Based Alerting | Threat Enrichment | Automation |

Static | Dynamic (ML) | Pre-Built Hunting | Integrated Analytics Orchestration | Playbooks

| Custom | Authoring

N GenAl para SecOps
Summarization | Natural Language Search | Reporting

@ Servicios Comunes

Rf_"/ Assets & Identities | Threat Intelligence | Risk
"% Gestion y federacion de datos
{é} ; Filter | Mask | Route | Access

VN o V'
Logs Events Alerts Telemetry
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Libere capacidades de seguridad criticas

/

Data Management and Federation

Gestione eficazmente sus
necesidades de gestion de
datos complejos. Acceda sin
problemas a los datos
almacenados en diferentes
almacenes de datos para
busquedas y analisis.

Transform Threat Detection

Diserie y cree detecciones
para respaldar una variedad
de metodologias de deteccion
e implementar de manera
efectiva la deteccion como
caédigo.

Reduce Risk Exposure

Libere el descubrimiento
continuo de activos para
mejorar la postura de
cumplimiento y cerrar brechas
en los controles de seguridad.

Simplify SecOps with Al

Aumente su equipo SOC con
IA para ayudar a los analistas
con tareas rutinarias pero
propensas a errores, como la
redaccion de resumenes de
investigacion.

Impulsar el

SOC del

Unify TDIR

Coordine y colabore en todo el
ciclo de vida de TDIR con
flujos de trabajo automatizados
utilizando manuales SOAR
personalizados.




Unified threat detection,
............................... investigation, and response

splunk
UBA

sesanwen?

Co n Ia ; ] Sph"“k Platform- -.
solucion lider '
TDIR

Third-party Cisco User/ Talos Networking IT/OT Applications Clouds Data centers
tools Cloud/
Breach/XDR




Ofrecemos resultados de
mision critica como One Cisco.

I ﬂ Al-ready me  Future-proofed
—-1J data centers — workplaces

Digital resilience

iy
@“’ Accelerated by Cisco Al

© 2025 SPLUNK LLC



Construyendo un camino hacia la resiliencia digital

Modernizandose para construir el SOC del futuro

Visibilidad
Fundacional

Ver a través de
entornos

Busque, monitoree e
investigue para
obtener informacién en
tiempo real.

Perspectivas
uiadas
etectar amenazas
y problemas con
contexto

Reduce el ruido,
detecta mds amenazas
e identifica riesgos.

Respuesta

proactiva
Adeldntese a los
problemas

Acelere las
investigaciones y
respuestas ante
incidentes utilizando
automatizacion y
andlisis avanzados.

Flujos de
trabajo

gnifisadas

problemas

Maximice la eficiencia
del SOC con deteccioén,
investigacion y
respuesta ante
amenazas integradas.




Organizaciones que transforman su SOC con Splunk

JM Johnson Matthey Novuna PROGRESSIVE

Increased alert fidelity by 30% $500K cost savings (in 8 months) $120 billion in market capitalization

e Reduced case management time by 83% e 80K security events managed, controlled protected

e 61% of phishing close by automation with and contained by Splunk SOAR Reduced noise in SOC significantly with
SOAR Seamless cross-platform integration risk-based alerting

’ IE§ 99 @ CALPoLy “Ei
Soriana coop

Bank of England
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Splunk es reconocido comg &in en
§A&%ﬁ§@tﬂ“&lﬂgdncompqrable para impulsar el SOC del futuro

Gartner

A Ten-Time
Leader

2024 Gartner® Magic
Quadrant™ for SIEM
Ranked #1 in all
three Use Cases

2024 Gartner® Critical
Capabilities for SIEM

© 2024 SPLUNK LLC

FORRESTER’

Leader

Forrester Wave™
Security Analytics
Platforms, Q4 2022

=|DC IR TrustRadius
Leader

IDC MarketScape:
Worldwide SIEM 2023
Vendor Assessment

#1 in Market
Share

IDC Worldwide SIEM
Market Share Report

5 awards for
SIEM and SOAR

'] PeerSpot

Leader Award
SIEM and SOAR

sKUppingercoie

ANALYSTS

A leader in
SOAR
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Splunk Enterprise Security

Industry-defining security analytics solution trusted by SOCs globally

o searching and ——— —
GnOIyZing any do.l.c 01. chle- | Iu.m bt i et ettt it et . :\h.":—..
° . _ yvi’rh customizable Oi O Oi :
dashboards, visualizations, and reports. 5 :
PY us|ng risk-bqsed et sl e e Eal h
alerting to focus on imminent threats. '
° with over 1,700+ pre-built
detections.
° and
with AI/ML. [ G "o
° “Since implementing Splunk ES as the brain in our security nerve
using a modern work surface. center, we have found Splunk to be the right solution to quickly
and effectively create and implement security analytics across a
° with custom apps and wide array of data sources and security use cases.”

owerful integrations. e . ) . :
P 9 - Senior Vice President, Chief Global Security Officer, Aflac
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Splunk SOAR

Work smarter by automating repetitive tasks, respond to security incidents in seconds, and increase

analyst productivity.

with automation
for speed and efficiency.

to act on the most
pressing threats.

for common
threats automatically.

using pre-built playbooks,
integrations, or build customized playbooks.

Y
orchestrating workflows across teams and tools.

for a
cohesive investigative process.

by integrating SOAR with
Splunk ES and Splunk Attack Analyzer.

© 2024 SPLUNK INC.
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“It’s easy to send alerts directly from Splunk Enterprise Security to
Splunk SOAR. Instead of spending hours looking into an incident,
it can often be handled in just minutes.”

- Threat Detection Engineer, Tide




Splunk Attack Analyzer

Automatic analysis of active threats for contextual insights to accelerate investigations & resolution

° of threat analysis
and integrate info SOC workflows seamlessly.

° of investigation
with consistent, comprehensive, and
high-quality threat analysis.

° with malicious content in a
dedicated, unattributable environment.

S 0O0EAEE DEQER

° for end-to-end - -
threat analysis and response with easy = —
integration with Splunk SOAR. = - -
* . . 7 FECLENTE “Splunk SOAR is able to take the outputs from Splunk Attack
The toil of threat analysis and free up valuable Analyzer and update the case management ticket with the results
time. to provide the results of the analysis. This gets the information
right where it needs to go - into the analyst’s hands within
minutes.”

- Sr. Director, Global Security Operations, Splunk

© 2024 SPLUNK INC.




Splunk User Behavior Analytics (UBA)

Detect unknown threats and anomalous behavior using machine learning

with multi-entity profiling and unsupervised ML

understand root cause, severity, and timelines.

© 2024 SPLUNK INC.

so you can act decisively.

offer hundreds of
permutations to view threat information and quickly
form opinions on threat events.

and reduce MTTD and MTTR

for a wide-reaching
defense against the most sophisticated threats
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“Splunk UBA is giving us deep insight into our insider threat
and what our trusted users are doing at any given instant.”

- Associate Vice President, NASDAQ




Splunk Asset and Risk Intelligence (ARI)

Continuous asset and identity intelligence

to reduce risk
exposure.

with accurate
asset context.

° in security conftrols.

° with Splunk
Enterprise Security.

. by
orchestrating workflows across teams and tools.

° with seamless
ServiceNow CMDB integration.
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Security
Expertise

Security content and threat research
to help you stay ahead of threats.

with the latest insights for
high-profile security incidents.

° with actionable
guidance and recommendations.

° in the
form of detection searches, use
cases, and playbooks.

° to
test your detection searches against
cyber attacks.

© 2024 SPLUNK INC.
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