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Antecedentes

Autenticacion Bdsica

® Basic authentication (Legacy authentication): método en
que una aplicacion envia el usuario y password en cada
consulta, almacenandolas o guardandolas
frecuentemente en el dispositivo.

® Basic Authentication se habilita por defecto en la
mayoria de servidores O Servicios

® [5cil para atacantes capturar credenciales
(especialmente cuando no son protegidas por TLS)

» Habilitar MFA no es sencillo en algunos casos en
especial cuando Basic Auth esta habilitada



Antecedentes

Autenticacion Bdsica

» A| estar blogueada la autenticacion basica, los
dispositivos cliente no podrian conectarse si aun la
siguen utilizando.
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Antecedentes

Autenticacion Bdsica vs Autenticacion Moderna

® Autenticacion basica abre la puerta a todos los servicios.

» Oauth 2.0 (Modern authentication), se complementa
con reglas de acceso condicional.

Why is Basic Auth bad?

>1.2M enterprise accounts were compromised in January 2020
>99.9% did not have MFA
480K were the result of password spray attacks
>99% of password spray attacks use legacy authentication protocol
60% of end users re-use passwords

>97% of credentials stuffing attacks leverage legacy authentication

Azure AD accounts in organization that have disabled Basic authentication experience 67% fewer
compromises than those who have it enabled
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Antecedentes

Autenticacion Bdsica vs Autenticacion Moderna

Timeline

Deprecation - Basic

Beginning in early 2021, authentication for
we started to disable Outlook, EWS, RPS, POP,
Turning Basic Auth first Basic authentication IMAP, and EAS protocols in
announcement, at first was for existing tenants with Exchange Online will be
going to be only for EWS no reported usage. disabled.
2019 Sep. 2021 |
[ — T e ) S
2018 Early 2021 1 Oct. 2022
We announced that we are In September 2021, we
also turning off Basic Auth announced that
for EAS, POP. IMAP and effective October 1, 2022,
RPSv1 Basic authentication for
Exchange Online will be
disabled.
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AUTENTICACION BASICA VS AUTENTICACION MODERNA

AUTENTICACION BASICA

Ventana cldsica de autenticacion

AUTENTICACION MODERNA

B2 Microsoft :
Sign in .
dema X
Sign |
B Microsoft :
[
demo2 @rrtoys.club
Approve sign in request
9 Cpen your Microsoft Authenticator app and approve

e requesst to sign In,

£ my M miical Mt

_

Autenticacion y MFA
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Verificacion en Clientes o

AUTENTICACION BASICA VS AUTENTICACION MODERNA AUTENTICACION MODERNA

AUTENTICACION BASICA —— ’

Gened  Local Mallbox

Acuvity
Outlook Connection Status X
CID SMTP Address Display Name Proxy Server Server name Status Protocol  Authn Encrypt RPCPort  Type Req/Fail A
General | acal Maldox 13 demo2@rrtoys club demo2@rrtoys,cub hitps: /foutiook.office365.c... Established HTTP Bearer™ s Exchan.., 320 5
Aty 21 deme2@rrtoys.club demo2@rrtoys.cub hittps: /foutlook.office 365.c... Established HTTP Bearer™ E:8 Exchan... 25/0 5
e
Server name Status Protocol Authn Encypt RPCPort  Type ReqfFal
https: /foutiook office365.¢... Estabished HTTP Clear SsL Exchan... 26/0
Fetps: ffoutiook ofice365.c... Estabished  HTTP  Clealy st Exchan... 310
.
Auth: Bearer
3 >
Reconnect |
= Mostrar cambios de conectividad de red

v Mostrar alerta de correo nuevo en el escritorio

Auth: Clear

Probar configuracion automética del correo electronico...

Ocultar al estar minimizado

Abrir Outlook

Cancelar solicitud del servidor
' -~ - r -— I 2 '

lcono de Outlook, cir+click
derecho: Estado de la
conexion =
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Verificacion en Tenants

Home * Message center

rk mode

Verificaciones iniciales M365

Message center

Each message gives you 3 high-ievel overview of a planned change and how it may affect your
users, and finks out to more detailed information to help you prepare. Leain more about managing

Inbox  Archive

Message Center e —

Basic Authenticat

Home g0 conter
-+ o ooe "
Basic Authentication - Monthly Usage Report - April
adminnicso Message center
2022
c Publzshy Aay 22022
= Each message gives you 3 high-level overview of 3 planned changs and how it may sffect your
and finks out to mare detailed information to help you prepare, Learn more about maraging = Archwe & Share Copy ink =1 Mark as unread

— Home » Message 1 ge:
e Service & monthly active users
sest
Delotsd wsars Message center

67 Devices — i

Each metsags gives you 3 high-tevel overriew of 3 planned changs and

MAJOR UPDATE RETIREMENT

eam more abou

A
w £ Share
b Roles v
Massage Summary
8 Rescurce: box  Aschive Filters:  Service Tag Massage s1ate
£ Billing v
Message title w Seryice Lazt updates | Act by
Q Frefererces A
& [0 Turned-Off Basic Authentication - POP3 ge Cnline Mey 12,2022 ange via M
Service Tag 208814 (April 20), M
& Satup [0 (uUpdated) Basic Authentication Deprecation in Exchange 3 Exchange Cr Ms Oct 12
o v Me:: th 1 4 formation about our
I Reports T Mesagetiti O Basic Authentication - POP3 &3 Exchenge Online o
& Hesith A [ 1ssue with ‘Send As" ard "Send on Behalf of' suditing =l
sic Authentication — Monthly Usage Report - April 2022 = w @3 Exchange Crline Mey 2 2022

M

Configure the existing Stream tile in Microsoft 365 app 1.

me Apr 12,2022

o Ex

March 2

nthly U

Windows relesse heekh

A

General availability of Microsoft Defonder for Endpoint 2.

I Message center [} Office

[m)] Tumed ication - Ex

Enfasis en Basic Authentication -Monthly Usage Report ——
Se muestra el nUmero de conexiones por protocolo g:_‘_



Verificacion en Tenants

Apagado de protocolos

Aviso de apagado de protocolos

Basic Authentication - POP3

Message center

ARG Pruthianad

23th me

sy

85 you 3 W30

ks vt % o d

Tag

VABEEDATE] rrrieevent

At fparitms £ Archine T3 Mk psurvsad =9 Shaw
* : J Meszage Summary
Tikers Tag
S1is s Authantication 101 Hrocceos o
= 2 vearan
D swsgeren % o e
# Basc Autentication f o in
[ Tormed-04 Basic Authent<aton - PP o oy 14, 2022 3-0me s urrantly el g Basi A e Message cent + 4 5
CUthere ¥ 1 20
r patud] Dacic Aulrenteaten Doprcaten in BAchings O Wechsgecine a0 2022 oot &
a . A Turned-Off Basic Authentication - POP3 b
e % Message center RS M s
MCITI960 - Putished May 14
N wrbotion ~ Murd il 2 —— R ek "
. Archve opylirk 3 Mok a3 umaac
Each message gives you 2 high-fevel overview of 3 planned change and how it may sffect your f
[ Basi Suthentation - Manl ¢ - . 1 more abiout maraging
Service & monthly active users
C b i 9 o [ - " SN
change Onine ) [ Microsast 365 sui
0 s Ao wrfion - T >
Wheat you e 5 g to grepars Inbox. ‘Archive Tag
[0 fusic Aumenteation - e ! Wt Onine . s e =
™ orly. tryou cxpanenzs n Noia e e
o 4 e X2
Share
[ 2 * = le L2022 Message Summary
S 8
[ abon " o e ity ol o
Filters Tog ~ Message state 8 MaKing som to impeo unty of v
Basic Authentication for &
¢ begn %o retire Jaric Authntication for pr
an aways Tead the fatest NIOIBLOR SVOUt 9ut Plars o
Bleccage bitim w et &y ¥

Turned-Off 8asc Authentication - PCF3

turnec ot ticaton for the POPS prot

ol 1 your tenant Based

ane 1 currentyy using Sasic Authanscation wity fat protocol in

Jour terant and

expect there to be no impadt 1o you.

O @ O

ol d

(Uodsted) Besic Autin

. Wi have ¢ communicated thy change wa Me Cenver: MC131153 on
(B} 3/20/19. MC2 i 2/26/20, MC20814 on £/5:2020, MC23771 on 2/4/2021
M3 nd most meanty n tha Bacle Authentication - POP3

(]

Mezzage Cenier post sent spprasmately 7 days 3ga.

o

Recomendacion: Revisar por lo menos una vez por semana




Apagado de protocolos

Busqueda de consumo: Azure Active Directory

Message center - Microsoft 365 X ) R&RToys- Azure Actwe Dwect X+

aad.portal.azure.com,

aR&RToys

. : | Sign-inlogs  #
) R&R Toys | Sign-in logs 5

&), Ll Download £33 Export Data Settings Refresh Columns Q
A FAVORITES PR @ Calumns o #  Agp registan
~ be s00n replaced with = view that includes refre; ney sign-ins preview, —
» Arurs Active Directory i Apo registran
tokbens and ap;
& Users A identity Governance Date - Last 1 month Show dates as - Local Client app | None Selected
B enterprise applications B Application proxy e Date L User Ty Applis ddress Ty Location Client app
Client app
% ZAzure AD Conditional Access ] Wy attobut P address 5/10/2022, 113357 AM D Micro i Moume spps s usawp wne (65,1951

,165.19.51

Legacy Authent

O

darmain nan

ty (MDM and MaM,

ng
190,159.221
erHTTP) _
® 5/19/2022, 927:11 AM ——
= 22, 92711 AM  Ermiesto Cobos Roqu Office255 S Succe Mexko City, Distrto Fe.. Stow
- i
Succe 5/ M
[ 4 R
5/10/2022, G:27:01 AM  Ernesto Cobos Roquedi  Microsos Succe 37,190,159,221 Mexsco City, Distrito Fe.., 3rows
P - ) etting = = &
5 AM ucce 97,190,150,221 5, Micro: P. Interru M Distrito
B Disgnosiic 54 -
AM nterruptad 53.221 Mexico Browses Not Applied




Verificacion en Tenants

Apagado de protocolos

Detalles de sign-in con protocolos legados

Dashbos

NG Activity Details: Sign-ins X
3 R&R Toys | Sign-in logs  #

Azute Active Ditectaty

Basicinfo Location  Deviczinfo n Datails  Conditional Access  Report-only

TR 4 Download 3 bxportDataSettings K Troubleshoot () Refresh | =2 columns
2 (! Date 402172022, ©46:35 AM
W Abp reguitons O i I be saced with hat includes refresh 1
) ‘ is vrew will be 5000 replaced with 2 view that includes refresh tokens and application sign-ins. ReguestiD TP o P
& dentity Governance
. Correlation 1O dd3b77i7-3e6a-46a3-2007-2d139320baba
B Application proxy Date : Last 1 month Show dates 35 - Local Cliant 2pp « 12 selected < * . :
Authentication requsrement qule{é
B Custom secunty attnbutes Date 4 User T.  Apphication Ty Status
[Praview) Status Success
V4 5/18/2022, 4351120  Demo 1 Oifice 365 Exchange O...  Success
% Licenses Continuous acceds evaluation  No
5/18/2022, 9:34:35 PM Demo 1 Office 265 Exchange O Failurz
» Azure AD Connect
A4/21/2022, 9:4827 AM Demo 1 Cffice 365 Exchange 0. Success Follow these steps:
& Custom domain names
- 4/21/2022, 9:46:35AM  Demo | Office 365 Exchange 0. Success Troublesheot Event 1. Launch the Sign-in Ciagnostic

& Mobility (MDM and MAM)
2 Review the diagnosis and act on suggestad fixes.
Password reset

Il Campany branding User Damo 1
B usersettings Username demol@rrtoys.ciub
Il Properties usef ID 06527591-3905-4 the-STeb-2052 146(25a7
@ security Sign-in identifier demoi@mtoys.club
User type Member
Monitoring ‘
9 s = “ Cross tenant access type None
ign-in logs
fi Apphication Office 365 Exchange Onling
B Audit logs
ﬁ . " Application IO 00000002-0000-0ff1-¢200-000000000000
ovisioning logs
@ Anshyt ‘ Resource Office 365 Exchange Online
Log ics
& o | Resource 1D 00000002 -0000-0ff1-ceDD-000000000000
AgRostic settings
Resource tenant 1D 1¢2347593-2260-4302-2090 - Tfe0e5e72021

@ workbooks

i v | El reporte puede ser descargado

Home t2nant nams

& Bulk operaticn results (Previaw)
Client spp Exchange Online PowerShell

Troubleshooting + Support
client credential type Chient assertion

B vinual assistant (Freview)
Service principal 10

& Newsupport request o

- Tnira nencinnl nams o




Top Tips

Outlook for Wmdows (MAPI RPC EWS and OAB)

Check C 1niza fileEnabl
False WI|| prevent Outlook for Wmdows from connectlng

In Azure AD Sign In Logs look for the User Agent String in EWS
Example: Microsoft Office/15.0 (Windows NT 6.1; Microsoft Outlook 15.0.4893, Pro)
14.0 — Outlook 2010 — it cannot do Modern Auth, it must be upgraded
15.0 — Outlook 2013 — it can do Modern Auth, but needs the EnableADAL =
setting
16.0 — Outlook 2016+ - it does Modern Auth by default, no changes needed
If you see 16.0 anywhere — there's a policy in place setting the EnableADAL key to 0

Following are the versions of Office currently supported for connecting to Microsoft 365 (and Office
365) services:

» Microsoft 365 Apps

» Office LTSC 2021

+ Office 2019

» Office 2016 ——

Importante: Asegurarse

que OS y Office se

encuentren actualizados
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ActiveSync (EAS)
We are working with Apple on auto-migration for non-MDM devices with builds >=1805 (95%

of devices we see)

Without MDM, solution in many native apps that support OAuth is the user to remove, then add
back the mail account

With MDM - talk to the MCDM provider and update/push down a new profile

Windows Mail
User Agent MSFT-WIN-3/10 — it was set up using 'Exchange’ — delete account and add back as
type ‘Office 365’
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More Top Tips

Exchange Web Services (EWS)
Mac Mail and Mac Outlook User Agent Strings
AppleExchangeWebServices/814.100.1 Mail/3654.120.0.1.13
MacOutlook/16.55.21111400 (Intelx64 Mac OS X 12.0.1 (Build 21A559))

Scripts / Apps
python-requests/2.26.0
ExchangeServicesClient/15.00.0913.015
Spark/2.11.9.504 CFNetwork/1325.0.1 Darwin/21.1.0

MDM
AirWatch Boxer (SM-G998U; Android 12) Version 21.11.0.2/2435

EWS is used by many apps, so User Agents, users, and IP addresses are going to help identify them
Path forward is move to EWS with OAuth, or Microsoft Graph
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More Top Tips s

POP/IMAP/RPS - no user agent strings, so user details and source IP
POP/IMAP — can do OAuth already — Client Credential Flow coming soon

RPS - Use EXO V2 module

If you have written your own code using these protocols, update your code to use OAuth 2.0
instead of Basic Authentication, or migrate to a newer protocol (Graph API).

If you or your users are using a 3rd party application which uses these protocols, reach out to
the 3rd party app developer who supplied this application to update it to support OAuth 2.0
authentication or assist your users to switch to an application that's built using OAuth 2.0.
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« Look at the summary data sent to your Message Center to get an idea of where to focus

» Use Azure AD Sign-in reports, filtering by protocol, to see user account, user agent, IP address
details etc.

» Prepare an end-user communication if you need users to do something. Here's a great example
from the University of Wisconsin

« Upgrade old versions of Office, Check the EnableADAL key is set

» Speak to your MDM provider, roll out new profiles with updated auth

« Start talking to third party app providers now, app dev and deployment takes time
* |t could be a good time to stop POP and IMAP and switch those users to OWA

» Complete the opt-out if you want us to leave any protocols alone for as long as possible E® Microsoft
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Links importantes O

« Deaqgradar la autenticacion bdsica en Exchange Online | Microsoft Docs
» Basic Authentication and Exchange Online — September 2021 Update - Microsoft Tech Community

« Como funciona la autenticacion moderna para las aplicaciones de cliente de Office 2013 vy Office 2016 - Microsoft 365
Enterprise | Microsoft Docs

« Enabling Modern Auth for Outlook — How Hard Can It Be?2 - Microsoft Tech Community
« Acerca del mdédulo Windows PowerShell V2 de Exchange Online. | Microsoft Docs

» Connect to Security & Compliance Center PowerShell using the EXO V2 module | Microsoft Docs
 Exchange Online and Exchange development | Microsoft Docs

« Authentication and EWS in Exchange | Microsoft Docs

*  Microsoft identity platform and OAuth 2.0 authorization code flow - Microsoft Entra | Microsoft Docs

+ Authentication flow support in the Microsoft Authentication Library (MSAL) - Microsoft Entra | Microsoft Docs

 Microsoft Corporate - [SPANISH] Microsoft Tech Talks - Descontinuacion de Basic Auth en Exchange Online MTT21100
(eventbuilder.com)

« Deagradar la autenticacion bdsica en Exchange Online | Microsoft Learn

 Basic Authentication Deprecation in Exchange Online — September 2022 Update - Microsoft Community Hub

+ Basic Authentication Deprecation in Exchange Online — Time's Up - Microsoft Community Hub

« Como configurar una aplicacion o dispositivo multifuncion para enviar correos electronicos mediante Office 365 o
Microsoft 365 | Microsoft Learn
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https://docs.microsoft.com/es-mx/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online
https://techcommunity.microsoft.com/t5/exchange-team-blog/basic-authentication-and-exchange-online-september-2021-update/ba-p/2772210
https://docs.microsoft.com/es-mx/microsoft-365/enterprise/modern-auth-for-office-2013-and-2016?view=o365-worldwide
https://techcommunity.microsoft.com/t5/exchange-team-blog/enabling-modern-auth-for-outlook-how-hard-can-it-be/ba-p/2278411
https://docs.microsoft.com/es-mx/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps
https://docs.microsoft.com/en-us/powershell/exchange/connect-to-scc-powershell?view=exchange-ps
https://docs.microsoft.com/en-us/exchange/client-developer/exchange-server-development
https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/authentication-and-ews-in-exchange
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-auth-code-flow
https://docs.microsoft.com/en-us/azure/active-directory/develop/msal-authentication-flows
https://mtt.eventbuilder.com/event/61005/occurrence/57455/recording?rauth=830.3674633.60955f002494f45e9113034476f7b9d72561c463e0b6774a1a093e6e33395bd1
https://learn.microsoft.com/es-es/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online
https://techcommunity.microsoft.com/t5/exchange-team-blog/basic-authentication-deprecation-in-exchange-online-september/ba-p/3609437
https://techcommunity.microsoft.com/t5/exchange-team-blog/basic-authentication-deprecation-in-exchange-online-time-s-up/ba-p/3695312
https://learn.microsoft.com/es-mx/exchange/mail-flow-best-practices/how-to-set-up-a-multifunction-device-or-application-to-send-email-using-microsoft-365-or-office-365
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www.gbm.net QO GBMCorp

Desde cualquier pais marque la extension 3840 (Contact Center)
GT (502)2424-2222 | ES (503)2505-9600 | HN (504)2232-3219/09
NI (505)2255-6630 | CR (506)2284-3999 | PA (507)300-4800
RD (809)566-5161 | MI +1(305)597-3998
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